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BitRaser For Mobile
Secure Data Erasure Software
for iOS & Android Devices  

BitRaser for Mobile is a privacy safeguarding software that permanently erases 
all data from mobile devices such as iPhone, iPad & Android phones. Data 
once erased cannot be recovered, ensuring that sensitive data does not fall in 
wrong hands when mobile devices are disposed, recycled or sold. 

www.bitraser.com

•  Securely and permanently erase sensitive data from Android & iOS 
devices 

• Performs high speed simultaneous erasure of upto 40 devices in the 
most efficient way

• Supports 9 International erasure standards including DoD 3 passes, DoD 
7 passes, HMG etc.

• Generates verifiable erasure reports and certificates for audit trails for 
every device that is erased

• Option to customize report and certification with company logo and text
• Cloud integration for user management, licenses & reports 
• Pay per use – No expiry of license

• Protects and safeguards privacy
• Efficient, saves time and resources
• Mitigate risks of theft and data leakage
• Maintain regulatory and audit compliances
• Manage erasure reports & certificates 
• Customizable reporting

BitRaser Capabilities

BitRaser Benefits

When we say it’s gone,

it's gone.

Mobile
Edition

BitRaser
Certified Data Erasure

A Data Erasure Software From Stellar Data Recovery

Secure data erasure software to wipe sensitive
data on iOS & Android devices beyond scope of
recovery

BitRaser for Mobile is the 
most trusted solution to 
permanently erase all data 
stored on the internal 
memory of your iOS and 
Android mobile devices.

Meets statutory & regulatory 
compliance needs with 
tamper free audit trails for 
data security & privacy – SOX, 
GLB, HIPAA, ISO27001, 
EU-GDPR, PCI-DSS.

It is the perfect solution for 
ITADs, refurbishers and 
recyclers to facilitate the safe 
disposal, reuse or resale of 
mobile devices. 

BitRaser is an innovation by 
Stellar, the global data 
recovery experts trusted by 
millions since 1993. BitRaser 
is created after applying 
decades of learnings of our 
data recovery research, 
development and 
engineering experts.

Technology you can
TRUST



9 internationally recognized standards 

supported - US DOD 5220.22-M (3 

Passes), US DOD 5200.22-M (ECE) (7 

Passes), Zeros, Pseudo Random, B 

Schneier’s Algorithm (7 Passes), Peter 

Gutmann (35 Passes), US Army AR 380-19 

(3 Passes), US Air Force AFSSI 5020 (3 

Passes), British HMG IS 5 (3 Passes)

Supported Erasure Standards Minimum System Requirements

Devices Supported

Certified Data Erasure

Configuration & Automation

• Permanently erase data from Android & iOS devices 
• Erase iPhone and iPad even in recovery mode
• Erase working iOS devices with broken screens
• Supports erasure of iOS devices running on iOS v7 to v11
• Supports erasure of Android devices running on OS v5 to v8
• Simultaneous high-speed erasure of up to 40 devices
• Resume erasure by reconnecting disconnected devices

• Easy and Intuitive installable application on Linux 
•  Cloud integration for license distribution & management
• Option to chose from 9 international erasure standards like DoD 3 passes, DoD 7 passes etc.
• Label printing available with barcode, serial no., erasure status & date
• Option to customise USB Port name for easy identification  
• Option to provide asset tag and pre-report information 

Reporting & Certification
•   Cloud repository for reports & certificates
• Generates verifiable erasure certificates for audit trails
• Detailed Certificates such as device name, model, serial number, manufacturer etc. 
• Customize report as per requirements
• Automatically saves erasure report on the same computer from which erasure is performed

TECHNICAL SPECIFICATIONS

BitRaser for Mobile Deployment

Erase multiple iOS & Android
devices simultaneously

Operating Systems: Ubuntu 64 bit 14 .1 & above ; Processor: x86 or x64, 
RAM: 4GB, Hard Disk: 10 GB of free space

Android : All models & devices 
iPhones: iPhone X, iPhone 8, iPhone 8 Plus, iPhone 7, iPhone 7 Plus, iPhone 6S, iPhone 
6S Plus, iPhone 6, iPhone 6 Plus, iPhone SE, iPhone 5S, iPhone 5C, iPhone 5, iPhone 4S
iPads: iPad Pro, iPad Mini 4, iPad Mini 3, iPad Air 2, iPad Mini 2, iPad Air, iPad Mini, iPad 
4th Gen, iPad 3rd Gen,iPad 2,      
iPod Touch

BitRaser is a registered trademark of
Stellar Information Technology Pvt. Ltd. 
© Copyright Stellar Information Technology Pvt. Ltd.
All Trademarks Acknowledged.

Contact us for free demo

          +1-877-778-6087              sales@bitraser.com             www.bitraser.com
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